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Foreword for the 10th Anniversary Edition 
You've been hacked. But there's hope. Let me explain. 

There's an information war raging, and you are under attack. Worse yet, your adversary has 
enjoyed a decades-long head start. Corporations have scouted you like a Super Bowl opponent. 
They've studied film on you, poked and prodded you, run tests on you. They’ve used high-tech 
equipment to study your brains, so they can bypass your logic and speak directly to your 
emotional limbic system.  

They've won many of the early battles in this war. They started small, tricking you by changing 
half-gallon boxes of ice cream into 56 ounce boxes. But that was child's play. Now, they track 
your every computer click and notice you often fly to Florida in winter, so they charge you more 
for your plane ticket. They send you important notices in letters designed to be misplaced and 
discarded; they send email bills in the middle of the night so you miss them and they can charge 
a late fee. They know which colors make you buy, they know what music makes you leave, they 
recognize your cellphone when you walk by their stores. 

They have supercomputers filled with decades of data, analyzed by thousands of PhDs, aim their 
vast digital arsenal at you, and squeeze every last penny out of you. They know when you are 
desperate, they know your weaknesses, and they are trained to exploit you. A math whiz who 
figures out that changing the color on a “buy now” button makes you spend one cent more every 
month will get a six-figure bonus. You get a monthly subscription to a travel club you didn't even 
realize you had or pay a $35 overdraft fee because you didn't realize you agreed to it. That's 
Gotcha Capitalism. 

There's nothing to stop them. No law prevents them from charging you more for a toy because 
they spot you telling Facebook friends what your child wants for Christmas. Nothing stops them 
from making it impossible to file a lawsuit against them, even if they cheat you or steal from you. 
Even if one of their employees rapes you or someone you love.  

You've been hacked. But there's hope. 

Corporations had a decades-long head start, but information wants to be free. And consumers 
are slowly catching on and catching up. I like to think I've played a small part in that. 

BIRTH OF A MOVEMENT 

Ten years ago, I was walking around the Consumer Electronics Show in Las Vegas, covering the 
annual geekfest for NBC News, which I'd done for many years. As the world's gadget makers 
showed off all the robots, TVs, and video games that would be gobbled up by consumers during 
the next year, my mind was elsewhere.  About a month earlier, I'd spent a morning in a dark 
radio station studio in Washington, D.C., painstakingly going over mundane, everyday bills with 
a fellow journalist.  



"Let's look at my cellphone bill," she said. "I was charged a federal universal service charge of 
$1.22. A state gross receipts surcharge of $2.21 and a regulatory cost recovery charge of 96 
cents. I have no idea what any of that means. Do you?" 

Indeed, I did. I’d spent the previous few years obsessing over those hidden fees. So it was a fun 
chat for me, getting to use all that useless knowledge I’d acquired through obsessive-compulsive 
behavior and consumer rage. It also changed my life.  

I wasn't talking to just any journalist. It was Terry Gross, longtime anchor of NPR's Fresh Air. 
And for about an hour, I explained what all those annoying fees on her personal bills were, how 
they played into a larger theme about American capitalism, and why small-dollar rip-offs, the 
death of the price tag, and confusion marketing had replaced our free market. Stick a quarter in 
me, and I’ll drop my speech about how hidden fees are ruining the American way of life. 

Two years earlier, my lifelong crusade against such rip-offs had taken form as the popular Red 
Tape Chronicles blog on MSNBC.com. I began that column when I was in New Orleans after 
Hurricane Katrina, and I started to write about insane, infuriating ways the flood victims were 
getting nickel-and-dimed. Immediately, I was flooded with emails from Americans across the 
country saying, "Me, too." They were desperate for someone to champion their cause, to write 
about their anger over unfair cellphone bill increases or insane early termination fees from 
satellite TV providers. I could feel their ferocity on my computer screen. The more Red Tape 
stories I wrote, the more I heard. Within a few months, I had millions of regular readers and a 
book contract for Gotcha Capitalism. 

You never know what will happen when a book is published, however. Getting people to click on 
a link is one thing; getting them to plunk down $10 or $20 is quite another. Plenty of great 
books come and go without registering a tiny blip on America's radar, so I was prepared for that. 
I loved my blog and my readers, so I could take that blow to my ego. 

Still, when I left NPR's studio on that cold December morning, I felt like Terry and I had really 
connected. I had a glimmer of hope that something special might have happened. Would looking 
over pages of bills make great radio? Would my segment get cut down to three minutes? I had 
no idea. 

A month later, we got word that my Terry Gross segment would air when I was in Vegas. Like 
every author, I had one eye on my Amazon sales rank since pub date (if any authors say they 
don't do this, they're lying), but I was running doing interviews that day and didn't have much 
time to think. Finally, at about 4 p.m., exhausted from walking the floor all day, I grabbed coffee 
and took a peek at my computer.  

My book was among Amazon's top 100 sellers. Refresh. Wait, no, it was top 50. Refresh. No ... it 
was top 5. Among all books Amazon was selling, worldwide. There it was, right next to a 
Malcolm Gladwell book. I called a couple of friends just to make sure I wasn’t making some 
mistake.  



Terry Gross had aired our bill-review session for almost the full hour. Listeners were just as 
angry about their bills as she was, and they rushed to buy my book. Days later, I found out 
Gotcha Capitalism was a New York Times best-seller. 

Americans were really pissed off. More important, I now knew, they were ready to do something 
about it. They just needed a tool and a spark. Soon after, a real revolution began. 

Within months, a Canadian musician named Dave Carroll was flying to a gig on United Airlines 
and watched in horror from his plane seat as a baggage worker carelessly flung his precious 
instrument through the air, breaking its neck. A typical back-and-forth with United followed, as 
the airline refused to take responsibility for destroying the musician's livelihood. Until this 
moment in time, Carroll would have had no real recourse against the airline other than to 
complain to a few friends.  

In the age of YouTube, everything changed. As jilted lovers have known for a long time, 
musicians have a way of exacting revenge. Carroll wrote a song — a very clever song — and 
posted a video of it on YouTube. It went viral before the term "going viral" existed. In days, the 
video had a half-million views, and Carroll soon found himself on Wolf Blitzer's CNN show. By 
then, United had contacted Carroll and made a belated compensation offer of $3,000, but it was 
too late. Within a few more days, more than 5 million people had viewed the video, many of 
them humming to themselves, "I should have flown another with someone else or gone by car / 
'Cause United Breaks Guitars." Millions of dollars of publicity damage was done to the airline. 
Soon after, angry consumers started filling YouTube with revenge videos. These joined a 
burgeoning category that already included the Comcast technician asleep on the couch. There 
was the America Online “Cancel the Account” video. (“Cancel the account. Cancel the account. 
Cancel the account. CANCEL THE ACCOUNT. CANCEL THE ACCOUNT. CANCEL THE 
ACCOUNT. FOR GOD’S SAKE, JUST CANCEL THE FUCKING ACCOUNT.”) 

Victims could no longer be ignored. Now, every single one had a megaphone. The timing was 
just right, as the popularity of social networks such as Facebook and Twitter exploded alongside 
tools like YouTube. 

A consumer revolution was born. As I've said at many talks on customer service since, hell hath 
no fury like an Internet user scorned. Soon, angry consumer victims were staging Twitter sit-ins 
against misbehaving companies. They were sending Executive Email Carpet Bombs, clogging 
inboxes until they got justice. They forced marketing departments to hire entire teams of 
employees to scour social media for signs of the next viral PR disaster.  

In short, they were listening. They had to listen.  

Until this moment, the information war had been a rout. But now, it started to feel more like a 
fair fight. Game on. 

Meanwhile, consumers were getting wise to the ways of Gotcha Capitalism. They were gathering 
around websites like Mouseprint.org, which chronicles every time a cookie company or cereal 
maker shrinks its packages to sneak a few more pennies of profit out of each purchase. They 
were getting good at using travel comparison sites to find the best prices. They researched 



hidden fees online. They flocked to online review sites to see whether companies lived up to 
promises of good service. They swapped horror stories on Facebook, making word-of-mouth 
more powerful than it’s ever been.  

The information age? Ha! Two can play at that game. 

In a new consumer habit that is deeply gratifying to me, they started using the term "Gotcha 
Capitalism." Google that today, and you'll find 134,000 webpages that mention that phrase, 
which, as far as I can determine, wasn't in use before my book was published. As a writer, you'd 
think I'd get upset when people used my phrase without crediting me, but the opposite is true. 
The first time I read the words “Gotcha Capitalism” used by someone who seemingly hadn't 
heard of my book, I felt honored. I had coined a term, and that might be my proudest moment 
as a journalist. 

On the other hand, sometimes you are right about things, and you wish you weren't.  

THE GOTCHA BUBBLE BURSTS 

In Gotcha Capitalism, I argue that hidden fees and all their other frustrations are much more 
than a small annoyance to individual consumers. They are literally a new economic system, one 
that replaces fair and free markets. In Gotcha Capitalism, the best companies with the best 
prices and best products don't win — the best cheaters win. That means honest actors lose and 
go out of business. But ultimately, everyone loses, because eventually consumers wise up and 
put the cheaters out of business, too. This helps create the crazy boom-and-bust cycles the 
American economy endures now, I argue. In fact, we were right near the end of one of those 
cycles when Gotcha came out in January 2008.  

I was right. Within eight months, investment bank Bear Stearns had collapsed. Soon, the Great 
Recession was on. Millions of Americans lost their homes, trillions of dollars in value worldwide 
evaporated, and the American economy still hasn't fully recovered. 

But out of the ashes of this conflagration, some really good things happened. Financial reform 
was inevitable after the collapse, and that created an opportunity for Harvard bankruptcy lawyer 
Elizabeth Warren. For years, she had been complaining about "tricks and traps" in financial 
products — the gotchas in mortgages, credit cards, and student loans. We had talked many times 
about these issues, and she dreamed of creating a federal agency whose sole job was to protect 
consumers from treacherous financial institutions and tricky products.  After a lot of bickering, 
the Consumer Financial Protection Bureau was born. Soon, it passed new rules simplifying 
mortgages, outlawing bad behavior by student loan providers, limiting payday loan interest, and 
banning fine print that prevents consumers from suing corporations when their rights are 
violated. At the same time, a sweeping reform bill called the Credit Card Accountability 
Responsibility and Disclosure Act, or the CARD Act, swiftly eliminated many egregious credit 
card bank misbehaviors.  

It was a heady time. I wouldn't call this time a golden age for consumer protection — that title 
probably belongs to the era of Ralph Nader's Raiders and the spread of the seat belt after the 
publication of Nader’s Unsafe at Any Speed. But I'd call the past decade a close second. Combine 



consumers' information advantage, the social media megaphone, and new federal regulations, 
and you have a genuine pendulum swing back in favor of people over corporations. 

Until January 2017. 

DOOMED TO REPEAT THE PAST? 

Had I been writing the Gotcha Capitalism 10th Anniversary Edition in January 2016, this would 
be a very different book. In fact, I'm not sure I would have bothered. So many of the worst 
practices I wrote about 10 years ago were moderated or even eliminated in the past few years, 
there might not have been much to say.  

That's all changed now. All that progress is deeply imperiled. 

I don't write about politics; I write about real people trying to live real lives and trying to avoid 
rip-offs. I write about corporations using their unfair advantages over consumers. I write about 
David vs. Goliath struggles. So I'm not writing about Donald Trump or Republicans in this book. 
I'm certainly not writing about distraction politics or insulting tweets or media bias. Plenty of 
other people do that. I write about fairness. And I’m here to warn you that almost everything 
done during the past 10 years to make America more fair is in danger of being undone. My fear 
is that while people are bickering over who had lunch with which Russian, many are missing the 
mechanical dismantling of important consumer protections. The fiduciary rule, which requires 
financial advisers to act in investors' best interest, has been placed on hold. Fine print that bans 
class-action lawsuits is now legal again. It's possible the Consumer Financial Protection Bureau 
itself will be eliminated. Other consumer protection agencies have been stocked with industry 
insiders who put the interests of their friends first. The Federal Trade Commission, for example, 
now consults with its Bureau of Economics to decide whether it should pursue action against a 
corporation. Economists, not consumer lawyers, decide who is breaking the law.  

That's why I felt the need to update and republish this book. As I saw so many of the past 
decades’ gains under threat, I started to reread it. I was ready to cringe at the outdatedness of 
the advice. There’s a whole chapter on home telephone service, for heck’s sake. 

While some of the particulars are a bit moldy, I think the concept of Gotcha Capitalism applies 
now more than ever. Make a minor mistake, pay with an outsized penalty. Screw up one 
automated payment, you could end up paying hundreds in cascading overdraft fees. Fail to fill 
out a form, and your monthly student loan payment could jump from $200 to $1,400. Just 
today, as I glance at The New York Times, I read about the 20 states in America where those 
who fall behind on student loans can lose their jobs because their professional licenses are 
suspended. Firefighters, nurses, teachers, lawyers, and real estate agents have all been victims. 
In South Dakota, late payers can even lose their driver’s license.  

Gotcha. 

Add to that the pile of debilitating late fees and penalties added on when consumers slip up, and 
you can feel how deep the Gotcha vortex can become. The fastest-growing segment of student 
loan debtors in America is lifers. The number of over-60 student loan debtors quadrupled from 



2005 to 2015. One victim I interviewed borrowed $71,000 in 1999 for retraining and is now 
paying $322 a month. But her outstanding balance has swelled to $96,000. Nothing to do but 
“pay until we die,” she told me. 

Pay until we die. America, once land of the free, is the land of the fee.  

HOW TO READ THE 10th ANNIVERSARY EDITION 

I want to help. So here’s how to read this book. I’ve left the main body of the text largely 
untouched, except for a few, specific updates, which I’ve labeled explicitly. The spirit of the 
stories still rings true, and they will help you learn what you are up against in Gotcha America. 
Even if you read the original Gotcha, I’ll bet you’ll still feel your blood boil when re-reading the 
tales — particularly when you see how the current direction in Washington, D.C., seems hell-
bent on bringing us back to prerecession mistakes.  

The real value of this new edition, however, lies in the introductions that precede each chapter 
in italics. You’ll find 15 all-new short essays describing the latest Gotchas in real estate, 
cellphones, student loans, bank accounts, and, yes, even credit cards. You might find it 
beneficial to simply click from intro to intro and quickly absorb the latest advice I have to offer. 
Of course, things are constantly changing, so I invite you to visit my website, BobSullivan.net, or 
GotchaCapitalism.net, for even more up-to-date information. 

You have indeed been hacked. In these pages, I will offer you some hope. But you, dear reader, 
have to be willing to take up the fight. I often say that in the world of economics, complaining is 
like voting. If you don’t vote, you have no right to whine about who wins the presidency. And if 
you don’t complain, you have no right to whine about corporate mistreatment. Complain. 
Complain loudly. Every. Single. Time.  

My friends who toil anonymously in the complex world of consumer law, filing lawsuits trying to 
balance the Information Age war by fighting against one $15 hidden fee at a time, sometimes 
employ a Star Wars metaphor to keep them going. They like to say they are members of the 
Rebel Alliance, staying on the run, hopping from state to state, always looking for a court that’s 
not already been co-opted by the Dark Side. I want you to join this Rebel Alliance. You won’t win 
every battle. But make your voice heard. Set aside time each month to fight for yourself. 
Sometimes it will feel futile, but fight anyway. I promise at the end of the year you’ll end up 
saving yourself $1,000 or more. Perhaps more important, you’ll be fighting for the American 
way of life and for free markets everywhere. 

Before I send you on this journey, however, I have to issue a warning. 

A DISTURBANCE IN THE (MARKET) FORCE 

The Information Age war we are living isn’t a fair fight; their computers are bigger than yours. 
You can still win, though. There are plenty of examples of that. You can win the credit card 
rewards points game. You can hop from service to service and find mobile phone service that 
works and doesn’t require a mortgage.  

There’s no guarantee this will always be true.   



There is, to extend the metaphor, a gathering storm in America that represents the biggest 
threat to capitalism since, well, capitalism. It’s subtle and insidious, but it’s quite real. And while 
we are all arguing about presidential tweets, global corporations are executing a master plan 
that is quite real and already quite devastating.  

It’s the economic equivalent of the Death Star. It’s monopoly power, 21st century style. 

It can’t get much simpler than this: Remember how quickly airlines raised fares when the price 
of oil spiked in 2014? Well, oil has crashed. What has happened to ticket prices? They’re flat. 
Airline company profits? They are cruising at 35,000 feet. Why? You know why. The airline 
industry has gone through one megamerger after another, killing competition at every step. That 
makes it easy to raise prices. Only four mega-airlines now control 80 percent of the airline 
market.  

Examples of this abound across industries. The list below is cribbed from Democrats’ “A Better 
Deal” platform, but these facts know no political affiliation.  

• In more than 50 million households, Americans have no choice for Internet provider; they are 
forced to pay the exorbitant price their single carrier requires. 

• As of 2016, five breweries controlled more than 50 percent of global beer production, 
compared with 10 companies in 2004. In the past year, InBev, which owns Anheuser-Busch and 
is the world’s largest beer company, struck a deal to purchase SABMiller, the second largest. 

• The consolidation of six agricultural giants is set to threaten the safety of food and agriculture 
in America. The merger of Dow with DuPont, Monsanto with Bayer AG, and Syngenta with 
ChemChina will result in the control of more than 61 percent of commercial seed sales and 80 
percent of the U.S. corn seed market. 

• With more than 200 million Americans affected by vision loss, eyeglass affordability has 
become a critical consumer issue that affects the entire nation. The current eyeglass industry, 
both in the U.S. and abroad, is largely dominated by one company — Luxottica — which owns 
and manufactures most of the top eyewear and sunglass brands, such as Oakley, Ray-Ban, and 
Persol, in addition to luxury designer brands. It also owns most major distribution chains, 
including LensCrafters, Pearle Vision, Sears, and Target Optical, and vision insurance company 
EyeMed Vision Care. 

Then, there’s Facebook, Google, and Amazon. These three firms dominate everything you know, 
everything you do, and everything you buy. Facebook can flick a switch and make teenagers 
depressed. It can tilt an election. Amazon can crush any upstart; it will soon cover most of 
America with a hellscape of abandoned retail stores. And Google, well, Google simply has no 
equal. We hope it will do no evil. Do you trust that, forever? 

Maybe it’s hard to get your head around the impact of this kind of power consolidation, so let me 
make it more tangible for you. When you receive drugs at a hospital — from HIV treatments to 
antibiotics — the drugs are often administered through something called a “mini bag.” It 
contains a saline solution (saltwater) that dilutes the drug so it can be dripped into the patient 



for maximum benefit. For a lot of 21st-century red tape reasons, one company, Baxter 
Healthcare, supplies most of America with this medical grade sodium chloride. It is made in 
Puerto Rico. When Hurricane Maria hit, Baxter’s Puerto Rico plant was threatened. While the 
plant escaped damage, most of Baxter’s employees couldn’t get to work. Roads were destroyed, 
and power was nonexistent. Almost immediately, hospitals across the country were faced with 
dire shortages of mini bags. 

A monopoly and a single storm meant our hospitals couldn’t get saltwater.  

Yes, concentration of economic power is a life-or-death issue. 

Americans know this, deep in their hearts and in their guts. They know they are getting ripped 
off. They know institutions are out to get them, to exploit them. In small and big ways. Donald 
Trump won the presidency for many reasons, but this is surely one: Many Americans believe 
deeply that there’s a party going on somewhere and they haven’t been invited.  

The real problem is a bit more subtle. Antitrust law has fallen helplessly behind the times. 
Regulators tend to look for a few concessions that make a few consumers happy before a merger, 
then let it sail through. Here’s the most egregious recent example. When regulators allowed 
American Airlines and US Airways to marry and become the world’s largest airline, they mainly 
required American to give up some “slots” at one airport. That airport: Washington, D.C.’s, 
Reagan National. So, things improved for D.C. fliers, the rest of the country be damned. 

Often, lackeys for megacompanies point out that grocery stores are full of exotic foods, and there 
are plenty of flights, and there are more eyeglass frames than you could ever try on in a lifetime. 
So, mergers have *helped* consumers and have increased choice! 

You know better, of course. One of my favorite concepts is “inflation by degradation.” Sure, the 
price is the same, but the quality or quantity has dropped. Obviously, you get much less today 
when you fly than you did a decade or two ago. You get less space, less food, less respect. And 
flight times have actually *increased* between cities. 

Corporations are great at hiding the real price of things. That’s the whole concept of Gotcha 
Capitalism. Regulators have largely missed this trend in their analysis of megamergers. So, while 
you and I are spending so much energy yelling at each other about made-up political 
controversies, megacorporations and their owners are laughing all the way to the bank. 

It doesn’t have to be this way. Here’s a great example. 

Ten years ago, whenever I would write a screed like this, I would put mobile phone service at the 
top of the list. You remember “minute rationing.” Waiting to call the family until after 7 p.m. (or 
was it 8?). Being terrified of auto-launch video when you clicked around on a smartphone. Not 
to mention horrible call quality. Well, a funny thing happened on the way to the mobile duopoly. 
Back in 2014, a proposed merger between Sprint and T-Mobile failed. And what has happened 
since? T-Mobile has consistently rocked the industry with cheaper and cheaper offerings, taking 
reluctant competitors with it. Verizon is still the heavyweight, but it’s not the 700-pound gorilla, 
and it can’t ignore the competition. 



The end result? If you aren’t paying less and getting much more from your smartphone than you 
did in 2014, you’re doing something very wrong. 

Choice. It’s a beautiful thing. We can all agree on that. Let’s get to work on it. Get on the 
trustbusting train right now, whatever your feelings about D.C. politicians. Urge President 
Trump to keep his promise and stop the concentration of economic power. More than a century 
ago, Teddy Roosevelt awoke a dormant Sherman Antitrust Act and took on the biggest names in 
American business — starting with J.P. Morgan and John D. Rockefeller.  What America needs 
now, what I believe consumers need now, is another Teddy Roosevelt moment. The world is 
more complex today, and monopolistic behavior is more complicated, but the problem is the 
same. 

So is the solution. Complain. All the time. And vote, all the time. Let’s get started. 

— Bob Sullivan, January 5, 2018 
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